The IETF 6TiSCH stack encompasses IEEE802.15.4 TSCH, IETF 6LoWPAN, RPL, and CoAP. It is one of the key standards-based technologies to enable industrial process monitoring and control, and unleash the Industrial Internet of Things (IIoT). The 6TiSCH stack is also a valuable asset for educational purposes, as it integrates an Internet-enabled IPv6-based upper stack with stateof-the-art low-power wireless mesh communication technologies. Teaching with 6TiSCH empowers students with a valuable set of competencies, including topics related to computer networking (medium access control operation, IPv6 networking), embedded systems (process scheduling, concurrency), and wireless communications (multipath propagation, interference effects), as well as application requirements for the IIoT. This article discusses how the 6TiSCH stack can be incorporated into existing and new curricula to teach the next generation of electrical engineering and computer science professionals about designing and deploying such networks. It also gives a comprehensive overview of the 6TiSCH stack and the tools that exist to support a course based on it.
IntroductIon
All signs indicate that the Industrial Internet of Things (IIoT) revolution is upon us. This revolution relies on ubiquitous low-cost sensor-and actuator-enabled devices with constrained computational capabilities that operate autonomously and are connected to the Internet through low-power wireless communication technologies. The deployment of such devices within the factory floor will bring together operation technologies (OT) and information technologies (IT), and enable industrial process monitoring and control applications. It is therefore of great importance to train the next generation of electrical engineering (EE) and computer science (CS) professionals on these low-power wireless communication technologies and standards that will be used to connect devices to the Internet in the industrial space.
We have observed a rising trend to use Wi-Fi (IEEE 802.11) and the IPv4 stack as the communication standards to teach IIoT-related courses. We acknowledge that there are many benefits to using Wi-Fi and IPv4 for this purpose, including the fact that Wi-Fi connectivity is ubiquitous, and IPv4 is still the de facto protocol stack to connect to the Internet. However, if the focus is on connecting devices to the Internet for industrial applications, this approach is flawed for several reasons. First, Wi-Fi is not low-power and does not provide the determinism and robustness levels required by industrial applications, thus limiting its applicability. Second, the IPv4 stack has been superseded by the IPv6 stack, which provides several advantages in terms of simplicity, scalability, efficiency, quality of service, and security. Third, chips implementing Wi-Fi and IPv4 are typically provided as a black box, thereby limiting the opportunities to learn how they operate at the lower levels.
In contrast, standards for low-power wireless communications specifically targeted at the IIoT are reaching technical maturity and being adopted by industries around the world. One particular set of standards is being developed by the Internet Engineering Task Force (IETF) 6TiSCH standardization Working Group. 6TiSCH builds on the IEEE802.15.4 time slotted channel hopping (TSCH) link layer without changing it, and combines it with an IPv6-ready "upper stack." The result is the best of both worlds: industrial-grade performance and ease of integration into the Internet. Despite the fact that the standardization process is not finished, there are "pre-6TiSCH" products already available on the market, such as Linear Technology's SmartMesh IP.
Compared to the Wi-Fi/IPv4 approach, there are several elements that make 6TiSCH an ideal match to teach how to connect devices to the Internet. First, it is based on truly low-power wireless mesh communication technology that has been validated in the industry for the past decade. Second, it is based on next-generation Internet standards currently being developed, which allows following the standardization process and learning from it. Third, it is a simple but complete stack, making it easy to understand the basic concepts but allowing us to go deep into protocols and the implementation details.
This article shows how 6TiSCH can serve as an accelerator for students to learn a fully standards-based communication stack and get familiar with key IIoT protocols.
technIcAl overvIew of 6tIsch
This section offers an overview of 6TiSCH, discussing the protocol stack, its relevance, and success stories. the 6tIsch Protocol stAck Figure 1 shows the 6TiSCH protocol stack. It is composed of standards developed by the IEEE 1 and the IETF. 2 Together, these standards achieve IPv6-based end-to-end connectivity while meeting the determinism, robustness, and low-power operation required for battery-operated devices targeted at industrial process monitoring and control applications [1] . This section provides a brief introduction to each layer in the 6TiSCH stack -from the bottom up -highlighting the educational potential of each.
IEEE 802.15.4 defines the physical and data link layers for low-power wireless communication between battery-operated devices. It offers an appropriate trade-off between transmit power (0-10 dBm), data rate (250 kb/s), and maximum payload size (127 bytes them from link layer addresses The result is that the 40-byte IPv6 header gets compacted down to a couple of bytes in the most favorable case. A low-power border router (LBR) sits at the edge of the low-power wireless network and is responsible for doing the transparent IPv66LoWPAN and 6LoWPANIPv6 translation: a computer outside the low-power wireless network interacts with a low-power wireless directly with its IPv6 address. Second, it defines fragmentation rules so that multiple IEEE 802. 15 IETF RPL [4] is an intra-domain routing protocol for low-power wireless mesh networks. RPL organizes the network into a directed acyclic graph (DAG) rooted at a gateway device that connects to the Internet. As with other distance vector protocols, devices regularly advertise their distance to the root, allowing neighbors to compute their own.
Despite being "simple" (there are only two required packet formats), by playing with RPL students can understand the complexity of maintaining a coherent multihop routing structure in a network made up of "lossy" wireless links.
IETF Constrained Application Protocol (CoAP) [5] is the "HTTP for constrained devices." It turns every low-power wireless device into a web server and a browser, and allows web-like interactions. A constrained node can publish its sensor readings onto a server on the Internet, or a smartphone can operate smart blinds, all by using the communication paradigms of the Internet. Extensions to popular browsers and open-source libraries make adding CoAP support to an computer application easy.
CoAP is not particularly complicated from a protocol point of view; its header is 4 bytes long and it is "just" an application protocol. But by using this protocol, students can "put everything together" and really get that interacting with a 6TiSCH devicesis just as easy as interacting with a web browser. Moreover, thanks to standardization, there is no need to learn exotic protocols, as third party libraries and tools are readily available.

success storIes And relevAnce
The 6TiSCH stack did not come out of thin air; it is the result of a rigorous multi-year standardization effort. 6TiSCH is the latest generation of protocols exploiting TSCH technology, and inherits from the lessons learned from TSMP (2006, proprietary protocol), WirelessHART (2008) , and ISA100.11a (2011). Since its formation in October 2013, 6TiSCH has followed the rigorous IETF standardization process. Three hundred ninety-eight people -with a mix of technology providers, end-user companies, and academics -follow the standardization activity of the group through its mailing list and periodic face-to-face and online meetings.
Several companies have commercialized or are preparing "pre-6TiSCH" products. One example is Linear Technolgy's SmartMesh IP product line. A vibrant community has grown around 6TiSCH, with open source implementations, open hardware platforms, open testbeds, "pre-6TiSCH" commercial off-the-shelf solutions, simulation platforms, and other tools.
There is a clear momentum behind the 6TiSCH stack. From an educational perspective this means that it makes sense to teach 6TiSCH to next generation EE and CS professionals, facilitated by a wide availability of tools and implementations. One challenge is, of course, that the standardization activity is ongoing, which means the technology might still evolve.
IIot course objectIves
The topic of "Industrial IoT" is an educational goldmine. A course on IIoT should be targeted at the advanced undergraduate or graduate level. It can target both EE and CS students, and can be taught to mixed groups. Ideally, prerequisites include classical computer networking, computer architecture, computer programming, and digital electronics. Depending on the type of course, some of these requirements can be lifted, at the cost of more "hand-holding" of students.
Probably the most specific factor of an IIoT course -and a key differentiator with other courses at that level -is its systems nature. That is, the course will allow the student to "put everything together" and build a minimal but fully functional device that connects the physical and digital worlds by interfacing physical sensors and actuators to a micro-controller, and interacts with other devices on the Internet. During the process, the student will be able to get his/her hands on the complete chain (hardware, software, standards) and put his/her prior knowledge to the test.
One important limitation of 6TiSCH is that standardization is still underway, so the technical specifications the students will be working on might not be stable.
core educAtIonAl focus
There are three core educational focus points to an IIoT course.
Core Focus 1: Medium Access Protocols. What makes 6TiSCH different from other low-power wireless technologies is the fact that it uses TSCH technology. Hence, a good first focus point are medium access control (MAC) protocols. In particular, the first goal is to teach the students about the main challenges of building a reliable low-power wireless network: multi-path fading and external interference. The instructor can then touch upon TSCH, the technique used to achieve both channel hopping (to bring reliability) and low-power operation.
Core Focus 2: Standardization Process. Based on core focus 1, the course can then focus on the standards that exploit channel hopping and synchro-
the IEEE and the IETF different, but stressing the point that they both contribute equally to building the Internet. Somewhat counterintuitively, standardization is usually well received by students who appreciate learning about what it takes to turn an idea into interworking devices. 6TiSCH, still being standardized, is a great opportunity to learn about the process as standardization happens.
Core Focus 3: End-to-End Systems. The goal of any IoT system, including the IIoT, is to connect low-power wireless devices to the Internet. Probably the most important focus in a course is to take a systems approach and build an end-to-end system. Students are usually very engaged when "seeing it all work together." It is therefore important to spend some time discussing the backend system (including turn-key solutions such as MQTT, Node-Red, Thingworx, and IBM Bluemix).
oPtIonAl educAtIonAl focus
An additional three focus points can be added as options to the course, depending on the students' background and interests.
Optional Focus 1: Low-Level Programming (for CS). CS students usually enjoy getting to the bottom of a computer system, and the embedded nature of an IIoT system is a great example. The availability of open source implementations are a great opportunity to discover the inner details of embedded operating systems (concurrency, task switching, memory footprint) and low-level peripherals (timers, communication buses, radio transceivers).
Optional Focus 2: Hardware (for EE). IIoT devices are low-power wireless and battery operated in the vast majority of cases. They consist of a micro-controller and a radio connected to sensors and actuators. Hence, they present a unique opportunity to delve into the design of low-power circuits (including the trade-off between performance and power consumption when choosing a micro-controller and a radio chip) and the integration of sensors and actuators. Advanced groups can even go through the exercise of manufacturing and characterizing a printed circuit board.
Optional Focus 3: Security (for CS and EE). The cyber-physical nature of the IIoT, combined with the critical requirements of the industrial applications in which it is used, makes the importance of security clear to the students. With IIoT, it is important to stress that security does not come as an optional add-on, but must be built in from the start. As with all systems, security is built into every layer of the protocol stack, including link layer (Cisco Call Manager [CCM]), transport (Datagram Transport Layer Security [DTLS]), and application (object security). A security focus point should contain an overview of these different levels and some hands-on exposure to at least one of them.
tools And resources Around 6tIsch
This section serves as a listing of the 6TiSCH-related tools and resource available to a person teaching IIoT using 6TiSCH. We only list the tools and resources the authors of this article have either used for teaching, or have directly contributed to. 
oPen source AcAdemIc ImPlementAtIons
As detailed in [6] , 6TiSCH is now supported by the three major open source low-power wireless stacks:
OpenWSN 3 [7] is an open source implementation specifically targeted at 6TiSCH. It was started at the University of California (UC) Berkeley in 2010, and has been considered the reference implementation for the 6TiSCH protocol stack, including in 6TiSCH interoperability events. Its use in research and industrial applications is increasing, and OpenWSN is now supported on the most popular platforms. There are several tutorials available. OpenWSN includes the OpenSim emulator, detailed below.
Contiki 4 is an open source operating system targeting low-power devices and aiming to provide the user with a complete toolbox for the design of IoT solutions. There are plenty of examples of how to use it online, and it is coupled elegantly with the Cooja simulator, which enables simulation of a protocol implementation before it is deployed in a testbed. Currently, Contiki supports TSCH.
RIOT 5 is an open source operating system for the IoT. It is developer friendly, as it allows easy programming in C/C++ and is supported by a wide range of platforms. Currently, RIOT supports TSCH through the OpenWSN project.
oPen hArdwAre PlAtforms
In principle, all hardware platforms that include a micro-controller and an IEEE 802.15.4 radio transceiver are suitable for implementing the 6TiSCH stack, since the core requirement to support it is a timer with capture and compare registers. For example, the 6TiSCH stack has been successfully ported on the TelosB platform, which was developed at UC Berkeley back in 2004. Modern platforms based on the Cortex-M architecture are better suited to support the 6TiSCH stack given the fact that they are less constrained in terms of RAM and Flash memory.
A good example is the OpenMote platform 6 (Fig. 2) , which was developed at UC Berkeley in 2013 as a replacement for the TelosB. The OpenMote platform is based on the Texas Instruments CC2538 system on chip (SoC). The main advantage of the SoC architecture compared to the dual-chip approach is that it removes the timing limitations associated with the micro-controller to radio transceiver communications based on a bus. This is particularly important for the 6TiSCH time-sensitive implementation.
oPen testbeds
Testbeds are an important tool for teaching since they enable large-scale experimentation while removing the need for each student to buy hardware [8] .
The IoT-Lab 7 is a 2728-node testbed deployed over 7 locations in France and Germany. Three main hardware platforms are supported in the IoT-LAB to conduct experiments, representative of the variety of IoT hardware. IoT-LAB offers a webbased reservation system, a set of tools that enable application development and real-time debugging, and tools to measure current consumption.
TutorNet 8 is a 100-node low-power wireless embedded IoT testbed that has been operational for nearly 10 years. It has been used for research and teaching of many WSN protocols, including multi-channel scheduling and routing protocols relevant to 6TiSCH. Originally consisting of TMote Sky nodes, it is currently being upgraded to the OpenMote platform to support new operating systems, such as OpenWSN and RIOT, and new standards like 6TiSCH. The testbed allows researchers to deploy code on any subset of nodes, run the experiments, and collect the data. Currently, visual tools to program the nodes are being developed, and the whole software package is being documented to allow for replication at other institutions.
"Pre-6tIsch" commercIAl off-the-shelf solutIons
The 6TiSCH standardization process is not finished yet, so commercial 6TiSCH products do not exist. That being said, several "pre-6TiSCH" commercial solutions exist, which combine the industrial performance of TSCH with an IPv6-enabled stack in a way very similar to the approach taken by 6TiSCH.
One example is Linear Technology's SmartMesh IP product line, which has been commercially available since 2011. The specificity of this solution is that Linear Technology manufactures its own SoC. The result is a best-in-class solution that achieves over 99.999 percent end-to-end reliability and over a decade of battery lifetime. A SmartMesh IP starter kit 9 (Fig. 3) is available that contains all the pieces necessary to build and benchmark a network. This kit has been used in numerous courses and educational materials.
sImulAtIon PlAtforms
Several tools have been created to simulate the performance of a 6TiSCH network.
NS-3 is the most widely adopted tool for network simulation. It provides a large database of protocols, tools, and propagation models to emulate almost any kind of network. There are several ongoing efforts to add support for IEEE802.15.4 TSCH and 6TiSCH. 10 The 6TiSCH simulator 11 is a Python-based high-level simulator maintained by the 6TiSCH Working Group. It allows students to benchmark the performance of a network implementing the full 6TiSCH stack.
OpenSim is the emulator that is part of the OpenWSN project. That is, the OpenWSN firmware can be compiled as a Python extension module, and run within OpenVisualizer, the OpenWSN software running on the gateway computer. In this setup, the same firmware runs, and allows debugging and performance estimation without requiring real hardware. Cooja is a network simulator linked to the Contiki project. It is developed in Java and is built around the concept of the COOJA mote. The Contiki native code, written in C, is compiled as a shared library for the MSP430 16-bit architecture using the GCC tool chain for the MSP430 platform. Since Contiki supports the 6TiSCH stack using a platform-agnostic approach, it is possible to simulate the operation of a node and a whole 6TiSCH network in Cooja.
mIscellAneous tools
The channel-hopping nature of a 6TiSCH networks makes it challenging to capture over-the-air traffic, as typical sniffers can only listen to a single channel at a time. Beamlogic's sniffer 12 listens to all 16 frequencies in the 2.4 GHz band simultaneously, thus allowing the capture of all packets on air. The Argus project https://github.com/openwsn-berkeley/argus builds on it to allow co-located students to share one sniffer through the Internet.
Recent versions of Wireshark 13 come with 6TiSCH dissectors, including IEEE 802.15.4-2015 and the 6TiSCH 6top protocol. These dissectors are developed and maintained by the OpenWSN project team. 14 There are countless CoAP libraries written in virtually all programming languages (including Python 15 ), which allow adding CoAP support to computer applications. The Copper extension to the Firefox browser 16 is still the easiest to use.
AvAIlAble exPerImentAl results
Over the last couple of years dozens of papers have been published presenting results on the reliability [9] , energy consumption [10] , and synchronization accuracy [11] of 6TiSCH, complemented by application results exploiting and evaluating the 6TiSCH technology [12, 13] . These results bring fundamental insights into the performance of 6TiSCH.
teAchIng the IIot wIth 6tIsch
The availability of numerous related resources and tools makes it easy to use 6TiSCH as a basis for an IIoT course. The instructor's role is to select the pieces he/she wants the students to focus on and to assemble them in a logical order. With such a diversity of educational focus points and tools to choose from, we believe it would be wrong to recommend a single course outline. Rather, we highlight the two main questions an instructor should ask him/herself when preparing a 6TiSCH-based course. For instructors in a hurry, we list several completely packaged and ready-to-teach 6TiSCH materials.
Add to An exIstIng course or A new course?
As an instructor, a first question to ask is whether the IIoT material will be added to an existing course or be the basis of a full new course.
The first approach is adding 6TiSCH to an existing course. Courses suitable for such an addition include introductory courses on computer networks, wireless networks, distributed systems, and embedded systems. Materials pertinent to 6TiSCH could be taught as a single module to illustrate concepts ranging from protocol layering in computer networks to interference mitigation in wireless networks. Alternatively, they may be interleaved throughout the course, for instance, by exposing students sequentially to different layers of the 6TiSCH stack, as they cover different layers of the protocol stack in a bottom-up (physical to application layer) or top-down (application to physical layer) manner.
The second approach is creating a full course based on 6TiSCH. The main challenge for such a course is that it should be broad and multidisciplinary, going from hardware all the way up to the application layer. When relying on the 6TiSCH standard, it is possible to cover all required protocols and technologies in one course, as 6TiSCH is supported by a broad range of tools used in networking design and test, from analysis to implementation. Within a full 6TiSCH course, we recommend a four-fold methodology that allows coverage of both the theoretical and hands-on knowledge:
• Deployment • Simulation • Testbeds • Analysis Depending on the choice of the instructor, it is possible to first start with hands-on experiments and then gradually move to simulation and analysis for understanding and explaining the experimental results. Alternatively, a course can follow the traditional design flow, starting from analysis, to design and simulation, and finally to deployment.
oPen source or commercIAl?
One important question to ask ourselves as instructors is whether to use an open source implementation or an off-the-shelf commercial solution.
Understanding the distinction is crucial, and it is important for students to also understand it. Regardless of the enthusiasm of the communities behind them, open source implementations are never at the level of commercial solutions. The latter tend to "just work," while the former are often riddled with little bugs and undocumented subtleties, even if they might appear similar on paper.
As educators ourselves, our rule of thumb has been simple. For a course that focuses on building a real system which just works, we use a commercial solution for the low-power wireless portion. For a course that focuses on the internals of the wireless system, an open source implementation is acceptable, as long as the students are reasonably comfortable with the tools involved. Building an IIoT system is complex, as it consists of a chain of elements (sensors, operating system, protocol stack, backend system, etc.) where each of them can fail. In our experience, using a commercial solution has allowed students to "go further" and build more polished solutions, at the cost of hiding some of the details of the low-power wireless network.
teAchIng trAck record And teAchIng resources
The authors of this article have been using 6TiSCH as a vehicle for teaching the IIoT from half-day tutorials at conferences to a multi-week advanced undergraduate teaching courses. As a result, a lot of material has been prepared, which is readily available for instructors to use.
For a course using the open source approach, the OpenWSN project has been the foundation for half a dozen short courses. All the material, including presented slides, virtual machines, and pictures, are maintained on the project website.
For a course using the commercial approach, the DustCloud community 17 has been maintaining the "Dust Academy," a series of 32 labs students can follow using a SmartMesh IP starter kit. This material is ready to be presented, and instructors can get access to instructor-specific material, including the answers to the questions.
conclusIon
The 6TiSCH stack is an educational goldmine. It is a combination of protocols for the IIoT, resulting from a rigorous standardization process in the most prominent standardization development organizations. The 6TiSCH stack is widely seen as the key enabler for the IIoT, as it combines the performance of proven industrial low-power wireless communication technologies with the ease of use of an IPv6-enabled stack. A vibrant community has grown around it, making a plethora of tools and resources available to instructors, from open source implementations to "pre-6TiSCH" commercial products.
This article serves as a guide for an instructor to teach an IIoT course using 6TiSCH. Rather than recommending a single approach, it describes the educational focus points of an IIoT course, provides an exhaustive list of the tools and resources available, and discusses the key options an instructor has to choose when preparing the course.
